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Archives, libraries and museums play a critical role in 
organizing, preserving and providing access to the 
cultural and historical resources of society.  Issues on 
developing the right strategies for implementation to 
deal with digital preservation and access in an 
electronic environment are highlighted.  This paper 
also focuses on the need to review current laws and 
regulations to accommodate digital preservation as 
well as the questions of redefining roles and 
responsibilities of the key players and their education 
and training  in digital preservation.  Introducing new 
regulations is crucial to empower the archives with 
authority to intervene in current records management.  
This paper explains how effective records management 
strategy will contribute to knowledge management, and 
thereby support the business sustainability of an 
organization.  The relationship between records 
management and knowledge management is identified 
as a collaborative one with a philosophical basis of 
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1.0 INTRODUCTION  
 
Archives, libraries and museums play a critical role in  
organizing, preserving and providing access to the 
cultural and historical resources of society.  In the 21st 
Century, digital technology is used increasingly for 
information production, distribution and storage.  
These institutions face technical, organizational and 
legal challenges in taking on the preservation of digital 
holdings.  The right strategies should be adopted to 
deal with digital preservation and access in an 
electronic environment.  We have to admit that, despite 
all the advantages that Information Communication 
Technology (ICT) has to offer, the new media and 
format of records and archives have generated 
numerous questions such as: 
• What information to preserve? 
• To whom shall information be made 
available? 
• What is the most economical way to provide 
public access? 
• Which information should be kept classified 
in the interest of national security? 
• How can agencies prevent private interest 
from abusing government information? 
• What is our plan for traditional collection? 
 
How we answer these questions will have a strong 
influence on the information policies and practice in 
our country. 
 
New technologies have given people from all walks of 
life and in all sectors of the economy the ability to 
manipulate and utilize digital information in ways they 
never imagined possible.  The question is how best we 
can organize the technologies to promote desired 
objectives.  That has been the crux of the debate over 
the past few years.  Indeed, the proliferation of digital 
information technologies has broken down the barriers 
between the worlds of printing, broadcasting, cable 
television, and telecommunication.  This has led to the 
deterioration of legislative control over crossover 
ownership of different media segments. 
 
Attempts were made to provide guidelines for 
emerging digital infrastructure, which will include high 
broadband network, data compression, network 
intelligence and flexibility, network computer servers 
for sound graphics and text, interactivity and 
multimedia applications as well as navigational tool.  
At this juncture, records practitioners must realize the 
difficulty it entails and imagine the complexity of the 
problems and nature of records produced in such an 
environment. These global changes in mode of 
working and communicating has created drastic effects 
on our traditional archival theories, practices and 
policies.  Records practitioners have to address them 
accordingly to meet today’s reality.   They therefore 
must understand their new roles and responsibilities to 
react immediately in order to protect our cultural 
heritage in digital formats stored in unstable media. 
 
2.0  DIGITAL PRESERVATION 
 
Broadly speaking, digital preservation refers to a series 
of managed activities necessary to ensure continued 
access to and preservation of digital materials.  It is 
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also claimed that one part of the strategy is “technology 
preservation” – keeping machines capable of replying 
digital resources.  Unlike traditional preservation, 
digital preservation is rather complex and it involves 
preservation of content, context and structure.  It also 
has to include new element like metadata which will 
help with better access. 
 
The basic reason why we preserve is to ensure digital 
data is accessible and usable to the future generation.  
It may be right to assume that it is almost impossible to 
have access without preservation.  The extensive 
investment and funding given by different 
organizations for various international initiatives and 
research projects focusing on preservation such as 
Pittsburgh, InterPARES, EROS and VERS prove its 
importance.  These projects are undertaken by different 
experts and consultants in IT and records management 
in fear of the information gap or loss.  Early findings 
show that it is necessary to impose early intellectual 
control over the system and technology application in 
order to have good governance and continuous access 
to official records.  Preventive digital preservation is 
vital and it is the critical link in the creation of the new 
generation of electronic archives.  Regardless of the 
challenges and constraints, the professional   
contribution of the records practitioners in bridging the 
past, present and the future as custodians and 
preservers of public records and archives must 
continue. 
 
Preservation of documentary heritage and increased 
access to it complement one another.  For example, 
digitized material can be accessed by many people and 
demand for access can stimulate preservation work.  
There are many advantages for digital access such as 
the ability to provide for multiple users at multiple sites 
simultaneously, thereby overcoming one of the 
problems associated with the traditional system.  It 
must be remembered that the ability to read the 
contents alone is not sufficient; it is important to have 
the additional information such as metadata and 
contextual information in order to understand the 
meaning of the records. 
 
3.0  ISSUES AND CHALLENGES 
 
To be effective and successful in digital preservation 
and access, first of all issues in digital preservation 
must be classified, formulate policies and develop the 
right strategies for implementation.  Awareness and 
clear understanding of what archiving is all about and 
formulate the action plan must be created by the 
records and archives organizations concerned.   
 
3.1 Understanding information systems and 
electronic records  
 
In an electronic environment IT has dramatically 
altered the entire organizational culture and image.   
Government correspondence has moved from paper 
memoranda and letters to e-mail messages.  Reports, 
books, leaflets and publications of government 
agencies are now more likely to be accessed through 
websites.  A shared folder on an agency intranet 
replaces the correspondence files; and relational 
database systems replace paper forms and case files.  
The  traditional centralized registry that used to provide 
one corporate store for the recorded information has 
been transformed and replaced by computerized 
information systems, each managing a part of the 
organization information needs. 
 
Nevertheless, it is important to note that digital 
information from various systems have significance 
beyond the immediate business needs of the agencies 
that create and maintain them.  Since the data was 
created, used and communicated in the course of an 
agency’s business, therefore, it also provides useful 
evidence – a record – of the creating agency’s past 
activities.  These records are valuable to the agencies 
concerned and also the entire government for 
administrative, legal, financial accountability and 
cultural values.  Therefore they must be transferred to 
the national archival institutions for permanent 
preservation. 
  
3.2 Managing the Internet and Intranet 
 
Government institutions need to be aware that they are 
creating records when using the web for business 
operations.  They therefore have the obligation to 
manage information.  Currently, there are still debates 
on the status of records found in official web sites.  
Many considered them as “publication” while records 
practitioners such archivists regard them as “record”.  
From the archival perspective information posted on 
the web constitute a record of an activity which 
includes the act of publishing.  Therefore, information 
on a web site are records because they emerge from 
actions connected with the business activities of the 
organization.  Archivists and records managers should 
therefore insist that organizations manage their own 
web sites in compliance with the records and archival 
needs. 
 
The criticality of such problem is based on what 
happened in America.  The web pages have exceeded 
27 million.  If these are records, the questions we 
should be asking are: How many of those web pages 
are substantially revised or deleted every week? How 
many of the changed or eliminated web pages are 
maintained and preserved in earlier editions?  How 
much government information is “born digital” and 




3.3 Archiving methodology 
 
Authentic archives come from authentic records.  
Therefore records must be properly archived for long 
term use.  However the term “archiving” is often 
interpreted differently by the IT professionals and 
archivists.  For the archivists archiving is: 
 
             “ A process of managing records over a long 
period of time.  Archiving issues relate to storing, 
preserving and providing access to records.  The                 
issues include: registering, retrieving, access control, 
transfer of custody, off-line storage, refreshing, 
rebuilding internal and external indexes,                  
determining disposal schedules and destruction”. 
 
Archival communities throughout the world recognize 
that in an electronic environment preservation is a 
critical function of the national archival institutions.  
Archival records can only be made accessible to users 
if they have been properly maintained and preserved at 
their current stage.  It requires a high degree of 
collaborative effort among the different stakeholders 
involved.  Therefore the most immediate problem is 
ironing out the differences of opinions and 
understanding between IT and record management 
professionals.  Establishing common vocabulary is 
important to ensure that the right preservation 
techniques and tactics are employed.  Otherwise further 
confusion may arise which make it difficult for them to 
cooperate effectively. 
 
3.4  Building partnership 
 
IT professionals, software developers and vendors and 
hardware manufacturers are new players drawn into the 
arena of electronic records management.  Archives will 
have to play an active role to harmonise and promote 
the spirit of partnership.  There must be good 
understanding of shared responsibilities among 
stakeholders in the different stages of the record life 
cycle.  On the other hand, the Complete Record Life 
Cycle preservation management demands serious 
commitment.  The record practitioners can no longer 
work in isolation and be over dependent on the IT staff.  
They must learn and come to grips with the technical 
problems quickly and proactively.  Key players, 
together with policy makers and administrators need to 
really understand the importance of preserving the 
present digital heritage for the future generations as an 




3.5 Absence of policies, standards and procedures 
 
To be in control, it is important for the record 
practitioners to formulate appropriate policies and 
procedures.  Appropriate regulatory framework has to 
be established to handle digital archives.  Even the 
newly developed policies, standards and procedures 
may have to be constantly reviewed based on current 
and changing technology.  In developing our national 
electronic records management standard, it is wise to 
look at the some related standards such as the 
Archiving Interchange Format (AIF), Encoded 
Archival description (EAD), International Standard on 
Archival Description (ISAD), Reference Model for an 
Open Archival System (OAIS), Design criteria 
Standard for Electronic Records Management Software 
Application (RMA), Application Programme Interface 
Standard (APIS), Video Interchange Standard (VIS) 
and Records Management Standard (ISO 15489). 
3.6 Technology obsolescence and data migration 
 
Technology obsolescence, which is beyond our control, 
will continue to affect many of the agencies in the 
public sector.  At present, data migration is an accepted 
solution in digital preservation.  But there are still 
debates on how far backwardly compatible each new 
software will be.  Traditionally, from the British 
experience, backward compatibility only spans two or 
three software generations.  It would be prudent to 
migrate data with each new generation.  The purpose of 
migration is to preserve integrity of electronic records 
and to retain the ability for users to access them as 
authentic records in the face of constantly changing 
technology. 
 
Another possible alternative is to have one “data bank” 
of software programmes available online by 
subscription.  Digital data could be stored in its original 
form and the software necessary to read it can be 
accessed as and when needed.  In fact this model can 
eliminate the fear of building a “museum” of hardware 
and software in the archives.  Nevertheless, it must be 
remembered that data migration must be kept to the 
minimum to avoid gradual degradation of data and 
eventual loss of information. 
 
3.7 Security measures and disaster recovery plan 
 
To minimize unrecoverable information loss, agencies 
must have complete security measures supported by 
strong back-up facilities and a workable “Disaster 
Recovery Plan”.  In few countries, the application of an 
encryption technology which was initially meant for 
content security protection, ended in disaster.  Records 
may no longer be readable due to bad management of 
technology itself.  Therefore striking a balance  
between preservation and access is important.  This is 
crucial because new and more sophisticated technology 
for authentication are emerging, particularly in 
securing networked information such as from the smart 
card and biometrics identifier (using fingerprint, iris 
pattern, voiceprint and signature). 
 
 525 
3.8 Storage and preservation copies 
 
It may be practical to consider the proposal that 
archival copies be written in a different software to 
protect data against corruption, from malfunctioning or 
virus/bug ridden software, or alternatively stored on 
comparable magnetic media purchased from different 
suppliers to guard against faults introduced by media 
suppliers into their products or batches of their 
products.  Finally migrated data must be checked 
periodically for their readability. 
 
It is generally agreed that preservation copies of the 
resources deposited in the archives be maintained in 
multiple copies, some stored on-site and others off-site, 
preferably in temperature controlled and fire-proof 
safes or rooms.  The distance between the two sites 
must be safe enough to ensure that one of them will 
survive in time of natural or man-made disaster.  
Currently the United Kingdom has produced the 
“Preservation Management of Digital Material 
Workbook”.  The Workbook identifies good practices 
in preserving digital material. 
 
3.9 Appraisal strategy 
 
The appraisal of electronic records can no longer 
carried out in the traditional manner.  It must be 
incorporated in the system design.  Archives will have 
to ensure that the right traditional tools are available to 
be customized and incorporated for use in the 
electronic environment.  The selection of archival 
records will be more comprehensive if the “disposal 
schedules” for all departments are in place.  This will 
help managers to select and decide on the versions of 
data that must be preserved. 
 
3.10 Transfer formats, storage media and 
custodianship 
 
Electronic records are at risk without early intervention 
by the archives.  As we have seen, IT has given 
individuals total freedom to create, edit, manipulate 
and even delete or destroy any records if they so wish.  
Such freedom has adverse effect on preservation of 
records from the angles of availability, authenticity and 
reliability.  The creating agencies must take the 
responsibility of managing and preserving their records 
while waiting for their transfer to the National 
Archives in an agreed format and standard.   
 
Unfortunately, there is no common or standardized 
answer for the transfer formats selection to be adopted 
by all the archival institutions in the world.  The 
preservation formats for different types of records vary 
from country to country.  The most popular formats are 
ASCII/Postcript for texts, TIFF and JPEG for image, 
CSV for spreadsheets and databases HTML/XML for 
the information published in the web.  Data 
compressions are not encouraged except with special 
and prior arrangements agreed by both parties. 
 
With regard to storage, the criticality of the problems is 
the instability of the electronic media like floppy disks, 
hard disks, magnetic tapes, CD ROMs and DVDs.  
Unlike microfilm, their life -span is still uncertain.  
They deteriorate at a much faster rate compared to 
paper and other microforms.  Past studies have 
revealed that digital data become easily unreadable due 
to many technological problems of the storage media.  
Therefore,   in order fro electronic data to be preserved 
for a much longer period there must be an active 
management programme.  The data must be copied to 
new media before the old degenerates. 
 
It is interesting to note that hologram crystal 
technology is another potential archival storage media 
that has high storage power – one terabyte data on a 
piece of crystal equivalent to the size of a wrist watch 
and life span of 95 years. 
 
Having determined the standard format and storage 
media, archives may be safely kept or transferred to the 
archival institutions for permanent preservation.  
Realistically speaking, the policy of centralized 
custody may not be the best option in terns of cost and 
practicability.  The “Mixed Custody” approach is the 
latest trend and is the preferred model globally.  
However, in using this model, the Archives will have 
to ensure its right to advise and exercise certain control 
mechanism throughout the records life cycle in the 
creating agencies.  Nevertheless archival institutions as 
a whole will have to be prepared with the right 
infrastructure, hardware, software and “peopleware” to 
accommodate future archives getting into the virtual; 
repository in multiple formats. 
 
3.11  Archival metadata 
 
To maintain integrity, records must have the three 
elements: content, context and structure.  The best 
strategy on how to achieve intellectual level 
connections and control mechanisms between the 
various elements that contribute to the characteristic of 
records as ‘reliable’ and ‘authentic’ must be in place.  
The most effective way of managing these elements is 
by creating metadata which must be preserved together 
with the records. 
 
Metadata can be seen as archival description.  It 
provides for accountability and understandability 
through time and domains.  There are two functions of 
metadata: to help position the document or record in 
the context of the business process and to shed light on 
the management of the record that has been captured 
and stored. 
 
It is important to make this distinction as there is a 
need to show that different types of metadata are 
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required.  Records managers deal with the object 
(record) including metadata about its provenance and 
its management and maintenance as an object. 
 
A more generic standard for metadata that may be of 
interest to the recordkeeping and archival communities 
is the reference model of the Open Archival 
Information System (OAIS).  It is now in the process of 
becoming an ISO standard.  This reference model 
identifies, describes and structures functions, processes 
and sets of metadata that are needed for long term 
preservation.  It provides a very useful framework for 
archival records. 
 
3.12  System integration and architecture 
 
Records practitioners especially the archivists of the 
21st Century should alsostart thinking of practical 
“middleware solution” to provide linkages between the 
archives and the creating agencies.  The “middleware 
solution” should have integration capabilities so that it 
will speak to all systems old and new.  It should also 
have the functionality to facilitate an automatic transfer 
of selected archival records to the “National 
Repository”. 
 
3.13 Digitisation project for non-electronic 
collection 
 
It is unfair to ignore the existing traditional collection 
of the archives which are non-electronic.  Digitisation 
or converting them into electronic form may help 
provide better access to our users.  Scanning some of 
the rare and fragile collections has been chosen as a 
means of preservation in several archival institutions, 
since it can reduce the frequency of direct handling of 
the original document.  By having them stored online, 
the same document may be accessed by many 
researchers at one time.  One most outstanding 
example of such a project that has been undertaken at 
the international level is the “Memory of the World” 
Programme through which rare endangered collections 
from all over the world are identified and selected for 
special preservation on CD ROM. 
 
3.14   Online and remote access 
 
Providing online access is the most ideal objective for 
archives in this digital era.  It will also help in making 
remote access to the archival collection possible and 
hence reduce “digital divide” between the information 
rich and the information poor.  The prime consideration 
is financial constraints.  The archival institutions need 
political support in term telecommunication facilities in 
order to get people or users of archives connected. 
  
3.15  Copyright issue 
 
In many ways the balance in copyright seems 
threatened today.  Copyright owners felt threatened by 
the development of digital technology and networks.  
As a result, they are seeking increased protection.  
Unfortunately, many of us feel that these increased 
protection will come at the expense of public interest.  
The development of digital networks has increased the 
potential for piracy and changed the way information 
providers make their money.  This is not healthy for the 
information industry.  Unfortunately, it appears that the 
changes now being sought by the industry will 
eliminate the balance and leave little or nothing behind 
for public interest.  Currently, issues attached to 
copyright are being reviewed and a number of 
proposals are made such as extension of the term of 
copyright, encryption and copyright treaty, copyright 
liability for online service providers, proposal to 
protect databases and proposal to introduce licensing to 
replace Copyright Act. 
 
On the contrary, copyright on the web should 
accommodate both groups – the needs of scholars and 
the need of copyright owners.  Publishers should have 
a right to appropriate re muneration for the use of their 
material of the web.  Researchers and students should 
also have the ability to make certain limited uses of 
material on the web without each time having to ask 
for permission or pay the privilege. 
 
4.0   OBSERVATION AND     
         RECOMMENDATION 
 
4.1  Redefine roles, responsibilities and priority 
setting 
 
Redefining roles and responsibilities is an urgent 
matter.  Restructuring and repositioning the archives is 
crucial to gain the right attention.  Reengineering the 
Core Business Process must be fully understood by 
everyone in the department to reduce resentment.  
Comprehensive Archival Glossary and Data Dictionary 
must be widely circulated to minimize further 
misunderstanding and misconception of archival 
terminologies. 
 
4.2 Improving awareness, education and training  
 
Resolving basic requirement like creating awareness is 
an important success factor.  Lack of understanding in 
records management among the key players can hinder 
progress.  Seminars, workshops, talks and creating 
effective teaching/education tool such as documentary 
videos may help.  Copies of such video should be 
circulated to all government departments and 
universities and libraries.  More Knowledge Sharing 
Sessions should be encouraged among regional 
branches of ICA to evaluate problems and progress. 
 
Meanwhile, the traditional Records Management 
Training Modules should be revised, upgraded to suit 
the larger audience to provide them with the requisite 
knowledge and skills . Plans should be made to expose 
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policy makers and administrators to preservation 
problems so that, a more generous thoughts and 
funding would be channeled for specialized 
preservation courses in future.  Universities with 
records management and IT courses such as Universiti 
Teknologi MARA (UiTM) should be encouraged to 
collaborate and generate high quality graduates, expert 
in digital preservation to overcome the increasing 
demand in the public sector. 
 
4.3  The champion in preservation 
 
Records practitioners especially the archivists have 
suddenly gained the limelight in the digital era and they 
have to be in the front line to make digital preservation 
a success.  Speeding up the amendments acts and 
imposing new regulation are crucial options to 
empower the archives to intervene in “current records 
management territory” and to spell out the 
requirements at system design.  In addition, archivists 
will have to match the new image with compatible 
marketing skill to be able to articulate effectively about 
electronic archiving, standards and procedures to their 
respective clients.  The archivists will have to start 
preparing the “key players” in electronic records 
management to carry out the shared responsibility in 
harmony. 
 
4.4 Appointment of record managers  
 
The appointment of professional records managers in 
the public sector will help to ease the burden of 
managing electronic records in their current stage.  
Preventive preservation policy can be easily 
implemented if records managers are present in 
creating agencies to carry out the job consistently.  
System analysts and programmers can therefore 
concentrate on system improvement by incorporating 
the all features and functionality needed for long term 
preservation. 
 
4.5  Legislation 
 
Archives in cyber age must be given full mandate to 
exercise power on preservation and access.  Reviews 
and improvement on current laws and regulation may 
be necessary to accommodate the various changes.  
Dealing with classified record, legal deposit, security 
and the fees regulation areas that need special attention.   
 
4.6 Records  and archives management as part of 
knowledge management (KM) strategy 
 
KM is an overarching approach that draws on a wide 
range of disciplines and business practices inclusive of 
records and archives management.  It is a multi-
disciplined approach to achieving organizational 
objectives by making best use of knowledge.  It 
focuses on how people use and share knowledge.    
While KM focuses more on people, records 
management focuses on records/archives and evidence 
which are important source of knowledge as they are 
unique to an organization which relate directly to the 
business context  (records and archives are the products 
of business activities).    
 
In the electronic environment records and archives 
management can be developed as part of a knowledge 
management strategy in an organization by the facts 
that: 
 
• recordkeeping systems support the development 
and sharing of knowledge among the creators and 
users of records and archives. 
 
• when new knowledge is being created, this will be 
captured in systems with recordkeeping 
functionality to support accountability and re-use.  
This also will be linked (through classification 
schemes) to existing sources of knowledge. 
 
• recordkeeping classification and disposal tools  are 
used to help manage explicit knowledge. 
 
• person-to-person knowledge initiatives require the 
creation and capture of supporting records.  In the 
recordkeeping environment consideration is given 
to the risks of losing this knowledge if it is not 
documented. 
 
• records and archives management objective is to 
ensure a better use of knowledge existing in 
current records, recordkeeping systems and 
archival systems. 
 
With proper records and archives management system 
in place, an organisation’s KM can achieve the 
following targets in its KM strategy: 
 
• creation and capture (vs. management and 
distribution) of knowledge; development of 
systems for the creation, use, maintenance and 
preservation of tacit and explicit knowledge; 
conversion of usable/accessible data and 
information into knowledge; 
 
• content management and data warehousing (“the 
right content at the right place at the right time in 
most appropriate form and at the least cost for 
stakeholders”), and 
 
• application of knowledge sharing; recognition and 
sharing of the knowledge assets of the 
organizations to improve business capacity (“if 




5.0   CONCLUSION 
 
Having examine all the aforementioned factors 
described in this article, records creating agencies, 
archival institutions, libraries, information centres and  
records centres should work collaboratively to find 
solutions to the problems and challenges  in preserving 
records, archives and other information of value so that 
together they developed a coordinated preservation of 
digital archives programmes.  At present there is no 
central source of information about what has been 
digitized, and with what care in the process, as there is 
for titles that have been digitized for preservation.   
 
When we refer to the value of a digitization project, we 
must not simply compare it with the alternative 
scenario of not digitizing the item; but instead we must 
also look to other areas of collection development that 
may yield better results for our users.  We are now, 
therefore, in a position to evaluate its benefits in real 
terms.  Above all we should not be forgetting that our 
primary aim is to meet the requirements of the users 
and to provide them with the resources they need to 
use.  Meanwhile, organisations should also adopt 
records and archives management as part of their 
organisations’ KM strategy in the creating, using, 
sharing, maintaining and preserving of knowledge to 
improve their business capacity and at the same time to 
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